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ABSTRACT
The implementation of Integrated Network Enhanced Telemetry (iNET) in telemetry
applications provides significant enhancement to telemetry operations. Unfortunately such
networking brings the potential for devastating cyber-attacks and networked telemetry is also
susceptible to these attacks. This paper demonstrates a worked example of a social engineering
attack carried out on a test bed network, analyzing the attack process from launch to detection.
For this demonstration, a penetration-testing tool is used to launch the attack. This attack will be
monitored to detect its signature using a network monitoring tool, and this signature will then be
used to create a rule which will trigger an alert in an Intrusion Detection System. This work
highlights the importance of network security in telemetry applications and is critical to current
and future telemetry networks as cyber threats are widespread and potentially devastating.

I.

INTRODUCTION

Computers are used in telemetry communication as the brain behind wireless transmission and
reception of signals containing data. They are used to process and store the received data,
making them vital to telemetry [1]. The telemetry process is valued in being remote and
mechanized; therefore, the true status of the equipment is not manually monitored. A security
breach on a telemetry network is especially threatening as the data is collected at inaccessible
points and transmitted to receiving stations [1].
Systems that require external instructions are susceptible to volatile security breaches. For
instance, as early as the twentieth century, the United States used intercepted telemetry to operate
their listening posts as the Soviet Union tested their missiles. This brand of cyber-attack was
used to keep the military informed of possible danger to United States citizens. The attacks
performed in our lab show how easy it is to infiltrate a network system that is not constantly
monitored. Computers are an important part of network systems but are susceptible to cyberattacks and this also puts networked telemetry at risk. As a result there is a potential for cyberattackers to compromise telemetry networks in a manner not too dissimilar from the approach
shown in this paper. With the changes we suggest in this paper, telemetry networks can work
towards being more secure.
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II.

BACKGROUND

WINETS TEST BED OVERVIEW
Cybersecurity is one of three major research areas in the Wireless, Networks and Security
(WiNetS) laboratory. The cybersecurity research unit conducts all of its security-related
experiments on an isolated local area network connection, also known as a test bed. This is done
so that cyber-attacks are not accidentally carried out on a live network. The test bed equips the
lab with the necessary tools to explore various cyber security disciplines such as penetration
testing, vulnerability assessment, intrusion detection and prevention, and network analysis.
In order to efficiently explore these security areas, a bus type of network topology is
implemented on the test bed network. All the computers on the testbed are connected to a central
OSI layer-2 switch. This switch is configured to enable the computers to communicate efficiently
with each other on the network. Since the network is isolated, static IP addresses are assigned to
the various hosts. The test bed has about ten computers set up with various software for
attacking, detection, monitoring, and visualizing on the network. The main tool used on attack
machines is Metasploit which is a penetration testing tool. An intrusion detection system is set up
as a sensor on one of the computers to detect attacks on the network. Also, a mail server is
configured to allow cyber-attacks such as phishing emails and social engineering attacks to be
carried out on the test bed. In addition, a network packet analyzer is set up to capture network
packets and data traffic for analysis purposes and a network visualization system is also
employed on the test bed. The WiNetS test bed is a flexible setup that allows more computers
and software to be added as needed, and is constantly expanding as such. A schematic of the test
bed in the WiNetS lab is shown in figure 1.

Figure 1: WiNetS Lab Test Bed Network
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Three main software products are vital to the work done in this paper: Metasploit, Wireshark,
and Snort. Metasploit resides on the attack computer and is a well-known open source
penetration testing tool. It has a database of many exploits and payloads and also has information
gathering and vulnerability assessment capabilities. It is used as the main attack tool in this
paper. Wireshark is a network analyzer that is used for monitoring and troubleshooting networks.
It is also open source and very popular in many industries. It captures data packets in real time
and displays them in a form that makes analysis convenient. It is used to capture and analyze the
cyber-attack used in this experiment. Finally, Snort is an open-source intrusion detection tool
which processes data on a network and matches it against known attacks. It is configured as
network-based IDS where it is able to monitor a network and detect intrusions on it. It is used in
this paper for this purpose.
VULNERABILITY AND EXPLOIT
The vulnerability being exploited in this experiment is the MS10-046 which, according to the
Common Vulnerabilities and Exposures website, allows local users or remote attackers to
execute arbitrary code via a crafted .LNK or .PIF shortcut file which is not properly handled
during icon display in Windows Explorer [2]. This vulnerability arises as a result of the
mishandling of .LNK files when shortcut icons are displayed. The specific vulnerability lies in
the Windows Shell component Shell32.dll which is a library responsible for parsing .LNK files
and their icons. The Shell32.dll uses the LoadLibraryW function which reads the icon library file
with execute rights and calls a function in the icon library, thus it executes possibly malicious
code when trying to fetch icon data [3]. Although security updates for this vulnerability exist,
unpatched versions of Windows XP Service Pack 3, Windows Vista, and Windows 7 are
susceptible to attack. According to Microsoft Security TechCenter, an attacker who successfully
exploits this vulnerability could gain the same user rights as the local user [4]. This vulnerability
is critical and severe in nature and is perfect for this experiment.
The exploit used in this experiment is the “Microsoft Windows Shell LNK Code Execution”
which is a browser-type Metasploit exploit module. It has an “Excellent” rank in Metasploit for
its reliability in exploitation. The exploit creates a Web Distributed Authoring and Versioning
(WebDAV) service which allows users to perform remote editing of websites over HTTP or
HTTPS connections [5]. This service can be used to run a payload when accessed as a UNC
path[6]. Succinctly, this exploit starts a server and generates a UNC path link pointing to the
malicious code on the attack computer. The attacker only needs a target to open this link on a
vulnerable computer and the exploit will occur.

III.

PROCEDURE

ATTACK METHODOLOGY
The exploit is first configured in Metasploit by selecting the exploit to be used, in this case
“MS10-046”. Next, the payload to be delivered is selected. A payload is simply the code that is
sent to the target computer after exploitation. The payload used in this experiment is a reverse
connection meterpreter payload. Meterpreter is a robust feature of Metasploit which gives an
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attacker the ability to control the target computer via terminal-like commands. Meterpreter
operates via dll injection and thus resides completely in the memory of the remote host (target)
and leaves no traces on its hard drive, making it difficult to detect [1]. When the exploit is run, a
link which contains the attackers IP address attached to some random text is generated. Because
an IP address can clearly be seen in the link, it is very unlikely that an attacker would click on
the link. An easy solution is to disguise this link in a hyperlink pointing to a popular or harmless
website or just plain text as shown in the figure 2 below.

Figure 2: Disguising a Malicious Link Using a Hyperlink
This text is included in an email, requiring the target to click on the link and this scenario is the
basis of most common social engineering attacks. This type of attack depends on user interaction
and can trick unsuspecting victims. If a user on the target computer opens the link, a connection
request is made to the attack computer and the attack computer begins to send malicious code
almost instantaneously back to the target. After this code is sent, a meterpreter session is opened
on the attack computer if the exploit is successful. Meterpreter allows the attacker to run file
system commands which allow viewing, editing, deleting, uploading, and downloading of files
on the target computer. The attacker can also executes commands remotely and make various
system changes to the target computer. The attacker can even cover his/her tracks by clearing
system event logs.
In a larger scale attack such as an attack on a telemetry network, the attackers’ main focus would
be to escalate privileges or to pivot to other hosts on the network with more administrative
access. It is much harder to get to highly protected servers or hosts than it is to hack into
vulnerable users on the same network. If an attacker can successfully infiltrate a vulnerable
computer on the network, the whole network is compromised, even if the infiltrated computer
belongs to a low-level user. A hacker can pivot from this system to other systems with higher
privileges on the network or on connected networks. Escalating privileges gives the hacker the
ability to perform actions on the system with fewer restrictions and to run applications and
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perform operations that have a bigger impact on the system [7]. Need to insert example of a
popular client side cyber attack.
PACKET LEVEL ANALYSIS OF ATTACK
This next section of this paper focuses on the analysis of this cyber-attack by examining the data
generated by the attack at the packet level. The network monitoring tool, Wireshark, is used to
monitor and capture the data from the attack. The data stream begins with a TCP three-way
handshake between the target and the attack computer, initiated by the target computer. This
handshake occurs as soon as the target user clicks on the emailed link generated by Metasploit.
The following packets show the target user requesting to connect to the shared path which is the
address on the link hosted on the attack computer, after this request is authenticated, the target
computer then sends another request to access the content located at the address which it
supposes to be a shortcut icon but is in fact exploit code. This is shown in packets 117 and 121 in
figure 3 below. The attack computer then sends the exploit code (packets 122,123, and 125) and
finally the payload (Meterpreter) to the target computer (packets 135 and beyond). At this point,
the attacker has complete control over the target computer.

Figure 3: Wireshark Capture Showing Attack Details
It should be noted that it takes about one second from the time the link is clicked to the time the
exploit is completed and another four seconds for the Meterpreter shell to be opened on the target
computer. This portion of the experiment is necessary because the signature of the attack can be
obtained from this analysis as will be shown in the next section of this paper,
DETECTION OF ATTACK
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The analysis of the attack as shown above yields important information that can be used to
detect the attack. This is done using Snort, the Intrusion Detection System (IDS) used in this
experiment. To detect the attack, a signature-based rule must be written in the Snort rules file,
and this rule would have to match a portion of the data contained in the attack. The rule has to be
as specific as possible to eliminate false positives and still detect this attack. On examining the
attack data, specifically the portion of the data containing the exploit, certain keywords can be
extracted and used to write a rule. The keywords extracted are “lnk” and “dav” which are shown
in the data stream in figure 4 below

Figure 4: Highlighted Keywords Used in Creating IDS Rule
The “lnk” keyword represents the vulnerability being exploited in this attack. Even if the attacker
changes the exploit code, the vulnerability being exploited is still present so it makes sense to
trigger an alert based on the vulnerability. On the other hand, the “dav” keyword represents the
WebDAV service mentioned above which hosts the exploit and payload on the attack machine.
This server is a core component of this Metasploit attack and is accessed when the target user
clicks on the emailed link. Having both of these words in the same packet is very unlikely to
occur during normal internet traffic therefore allowing Snort to match these two words is a
logical way to detect the attack. It should be noted that any part of the data from the attack,
malicious or not, can be written to a rule and would also trigger an alert. However, if the rule is
not properly written, it can result in a lot of false positives or even worse, a false negative. The
rule written to detect this attack is shown in figure 5. The two words used to match the exploit
data are written in hexadecimal form, which is obtained from Wireshark and is highlighted in
figure 5 also. This rule successfully detected the cyber-attack and this is shown at the bottom of
figure 6.

Figure 5: Snort Rue Used to Detect Attack
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Figure 6: Snapshot of Snort in Operation Showing Detected Attack
This method of detecting cyber-attacks involves prior knowledge of the signature of the attack
and is very common in the cybersecurity industry. Another method of detecting intrusions is by
using an anomaly-based intrusion detection system. According to Bhuyan et al. [8], anomalybased intrusion detection in networks refers to the problem of finding exceptional patterns in
network traffic that do not conform to the expected normal behavior. This system works by
determining what “normal” network behavior is, then comparing live traffic to this baseline to
check for deviations. Both methods of intrusion detection have their own advantages over the
other, but generally, most IDS use either signature-based, anomaly-based, or a combination of
both systems.

IV.

CONCLUSION

Networked telemetry undoubtedly provides improvements to current telemetry operations, but it
also opens the door to a major drawback of all computer networks. Cyber-attacks are prevalent in
today’s society and there is increasing consciousness across all industries to combat this menace.
This paper demonstrated by example the vulnerability of future networked telemetry to cyberattacks. Computers are an inevitable part of network systems and as a result an entire telemetry
network system can be potentially compromised by a cyber-attack. This provides motivation for
development by the telemetry community for cyber security architectures [9] and for modeling
and planning for risk management [10] to mitigate the effects.
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